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Pedepar:

1. Y mocrinkeHHi peasizoBaHO NOKTPUHAJIBHUN MiAXiN 4O OOIPYHTYBaHHS KOHLENTYaJbHUX 3aCak, iHCTUTYTY JOKa3iB
€JIEKTPOHHOI OpMU y KpUMiHaJILHOMY IIpoleci YKpaiHu, BU3HaU€HHi iX poliecyaibHO-TIPaBOBOi IPUPOIH,
0CO6IMBOCTEN IKepeJl MOXOIKEHHS, MOPAIKY ineHTudikauii, 36MpaHHs, 3000yTTs, IpoLecyanbHoi ¢ikcalii,
36epiraHHs i BAKOPUCTAHHS, @ TAKOX y PO3pO0JIEHH] TEOPETUKO-METOL0JIOTIYHUX Ta OpPraHi3aliliHO-TPaKTUYHUX
IiAXOMiB O BOOCKOHAIEHHS KPUMiHaJIbHOTO IIPOLIECYaJIbHOTO PEryJI0BaHHS Jisi/IbHOCTI Cy0’eKTiB KpUMiHAIBHOTO
IIPOBA/I’)KEHHS 1010 POOOTHU 3 TAKUMU [IOKa3aMu B yMOBax I71006a1bHOI U¢poBsizauii. O6rpyHTOBaHO, 1110
€JIEKTPOHHA CKJIaJIoBa KPUMIiHAJIBHOTO MpoLecy YKpaiHu CKIATA€ThCs 3 ITATU eJIEMEHTIB: eJIeKTPOHHE KpUMiHaJjlbHe
IIPOBA/IKEHHS; oL pyBaHHS MaTepiajiB KpUMiHAIBHUX IPOBAIKEHb Ta iX pe3epBHE 30epiraHHs; 0Ka3n
€JIEKTPOHHOI (OpPMU; €JIEKTPOHHI iIHCTPYMEHTH J0Ka3yBaHHS; €JIeKTPOHHI iHCTPYMEHTH pealizallii TOBHOBa)KEHb
Cy0’eKTiB [IPaBO3aCTOCYBaHHS. BU3HaY€HO N€peIyMOBY CTAHOBJIEHHS iHCTUTYTY 4OKa3iB €JIEKTPOHHOI (pOpMHU B
KpUMiHaJIbHOMY Npoleci YKpaiHu 3yMOBJIEHI SIK TEXHOJIOTIYUHMM PO3BUTKOM, IO 36i/IbIINB OOCST €J1eKTPOHHUX

IAHUX Y KpUMIHAJIbHUX [TPOBA)KEHHSIX, TaK i BHYTPILIHbOIO OTPE60I0 KPUMiHAIBHOI IIPOLieCyalbHOI HAayKU



BUCBITJINTY BJIaCHE 6ayeHHs HOBOI IM(PPOBOi peanbHOCTi. CTaHOBJIEHHS BifIIOBIAHOTO iHCTUTYTY XapaKTePU3YETHCS
KOHKYPEHIIi€I0 TOKTPHUHAJIbHUX MiAX0iB (Bif OTOTOXXHEHHS 3 JOKYMEHTaMU UM PEYOBUMU JI0Ka3aMu 10
IIPOIO3MLil iX BUOKPEMJIEHHS SIK CAMOCTIMHOIO IIPOLIECYAJIBHOTO JIKepeJla J0Ka3iB) Ta 3HAYHOI0 TEPMiHOJIOTYHOIO
BapiatuBHicTIO. [TONpU MUPOKY TEOPETUYHY OCHOBY, 110 CKJIAJIACh 3aBSKY 3YCUJIISIM BiTUU3HSIHUX YUEHUX,
BOAYa€eThCS NOTPeOA MEPEOCMUCIIEHHS IOKA3iB €JIEKTPOHHOI (POPMU y KpMMiHATIBHOMY Tpoleci YKpaiHu sk
CaMOCTIlHOTO iHCTUTYTY. [loBeieHo, 1110 [IpoLjecyasbHa IPHUPOoJa NOKa3iB €1eKTPOHHOI (OPMU Y KpUMIHATIBHOMY
[IPOLLEC] [TOJIArae y MOKJIMBOCTI iX IOTEHLIMHOI IPUHAJIEKHOCTI 0 BCIX NPOLECyalbHUX IKePeJl IOKa3iB,
Br3HaueHux cT. 84 KIIK Ykpainu. ®akT Hane>XXHOCTI 1OKa3y AOCIiIpKyBaHOI KaTeropii 1o MeBHOTO MPOLeCyaTbHOTO
IpKepeJsia BU3Havyae IpoliecyayJbHUN OPSOK [TI0BOJKEHHS 3 HUMU IIiJl Yac KPUMIiHAIbHOTO MTPOBAIKEHHS Ta, SIK
HaCJIifoK, KpuTepii oLjiHKy fioro fonyctumocTi. TexHiuHa IpUpojia AOKa3iB eJIeKTPOHHOI (POPMU BU3HAYEHO
CYKYIIHICTIO XapaKTepPUCTHK iH(pOpMaIiliHOrO CEpeoBHUINa, Y IKOMY BOHU CTBOPIOIOTHCS Ta 30€piraloThCsl, a TaKOX
BJIACTMBOCTSIMU €JIEKTPOHHUX HOCIiB iHdOopMaLlii, [0 JOCTiAKYIOThCS i Yac KPUMIHATIBHOTO MTPOBaIpKeHHS. [JoKa3s
€JIEKTPOHHOI popMu QYHKIIIOHYE K YOTUPUPIBHEBA CTPYKTYypa: KOHTEHT, MEeTalaHi, CUCTEMHA 000JIOHKA Ta
€JIEKTPOHHUM HOCil iHdopMmaliii, 110 Mae MaTepiasbHe BUPpaKeHHS. BUCBIT/I€EHO TE€XHIYHI aCleKTy J0Ka3iB
IOCJIiIKYBAaHOI KaTeropii: MeTagaHi; po3MeXyBaHHS JIOTIYHOTO KOMiI0OBaHHS (OKpeMUX (aiiiB) i 106iTOBOro
(KprMiHaMiICTUYHOTO) KOIiOBaHHS (CTBOPEHHS 00pa3y eJIeKTPOHHOTO HOCcis iHdopmaliii); remyBaHHs; e1eKTPOHHNN
niAnuc Ta esleKTPOHHA [T03HavKa yacy. ['enyBaHHs 3ab6e3nedye BifTBOPIOBaHY ifeHTudikalio n1udpoBoro ob’ekra Ta
BUSBJIEHHS Oy[Ib-SIKUX 3MiH, CJIyTYIOUM TEXHIYHOIO OCHOBOIO 7151 MiATBEPIKEHHS LiJTiICHOCTI Ta HE3MIHHOCTI
KOMITIOTEPHUX JaHUX. PO3p06sI€HO KOMILIEKC aJITOPUTMIB MOMIYKY Ta ¢ikcalii 10Ka3iB es1eKTpOHHOI (popmu, 10
o0'eHaHUI 32 TPbOMA PYHKILIOHAJIbHO-CTPYKTYPHUMU KaTeropisMU i IIPOIIOHYETHCS SIK TpU cTpaTerii gikcarii
IOKa3iB eJIEKTPOHHOI POpMM Y KpUMiHaTIBHOMY Ipoleci YKpainu: 1) pisnyHe BUIy4eHHS €JIEKTPOHHUX HOCIIB
indopmarnii a6o KOMITIOTEPHUX CUCTEM; 2) OTJIS] Ta KOIiIOBaHHS KOMITIOTEPHUX JaHuX; 3) orysig Ta dikcaris
indopmauii 3 Binkputux mxeper.

2. The study employs a doctrinal approach to substantiate the conceptual foundations of the institution of
electronic evidence in criminal proceedings in Ukraine. This approach determines the procedural and legal nature
of the institution, the characteristics of its sources of origin, the procedure for its identification, collection,
acquisition, procedural recording, storage, and use, as well as the development of theoretical, methodological,
organisational, and practical approaches to improving the criminal procedural regulation of the activities of
criminal proceedings participants in working with such evidence in the context of global digitalisation. It has been
demonstrated that the electronic component of the criminal process in Ukraine comprises five constituent
elements: electronic criminal proceedings; the digitisation of criminal proceedings materials and their backup
storage; electronic evidence; electronic evidence tools; and electronic tools for the implementation of the powers
of law enforcement agencies. The establishment of the institution of electronic evidence in the criminal process of
Ukraine is contingent on two factors. Firstly, technological developments have increased the volume of electronic
data in criminal proceedings. Secondly, the internal need of criminal procedural science to highlight its own vision
of the new digital reality has been identified. The establishment of this institution is characterised by competition
between doctrinal approaches (ranging from identification with documents or material evidence to proposals to
distinguish them as an independent procedural source of evidence) and significant terminological variability.
Notwithstanding the extensive theoretical framework that has been established through the contributions of
domestic scholars, there is an imperative to re-evaluate the role of electronic evidence within the Ukrainian
criminal justice system as an autonomous entity. It has been proven that the procedural nature of electronic
evidence in criminal proceedings lies in its potential belonging to all procedural sources of evidence specified in
Article 84 of the Ukrainian Criminal Procedure Code. The fact that the evidence under scrutiny belongs to a
particular procedural source determines the procedural order of its handling during criminal proceedings.
Consequently, this also establishes the criteria for assessing its admissibility. The technical nature of electronic
evidence is determined by a set of characteristics of the information environment in which it is created and stored,
as well as by the properties of electronic media that are examined during criminal proceedings. Electronic
evidence is theorised to function as a four-level structure, comprising content, metadata, system shell, and



electronic information carrier, which has a material expression. The technical aspects of evidence in the category
under investigation are highlighted, including metadata; the distinction between logical copying (of individual files)
and bit-by-bit (forensic) copying (creation of an image of an electronic information carrier); hashing; electronic
signature and electronic time stamp. The process of hashing ensures the reproducible identification of a digital
object and the detection of any changes, thereby serving as a technical basis for confirming the integrity and
immutability of computer data. A set of algorithms for searching and recording electronic evidence has been
developed, which is divided into three functional and structural categories. The following three strategies for
recording electronic evidence in criminal proceedings in Ukraine are proposed: 1) physical seizure of electronic
media or computer systems; 2) inspection and copying of computer data; 3) inspection and recording of
information from open sources.
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Peuensentu

VIII. 3ak1104Hi BiZoMOCTI
Baache IlpizBuiie Im's ITo-6aTbKOBI
TOJIOBH pagu

BiiacHe IIpizBuie Im'sa ITo-6aTbKOBi
TOJIOBYIOYOTO Ha 3acCiaHHi
BignoBigasbHUI 3a MiATOTOBKY

00JIiIKOBHX JOKYMEHTIB

PeecTpaTtop

KepiBHuK Bigginy YKpIHTEI, mo €
BiZNOBiZaJIbHUM 32 peecTpallilo HayKOBOIi

OisIJIBHOCTI

Mosoab CraniciaB AHATOJTiIHOBUY

Mo3osb CtaHiciaB AHATOJIIOBUY

Anromyk Augpinn OsekcangpoBuy

FOpuenko TetsHa AHaTosiiBHA

Opuenko TersiHa AHaTosIiBHA



