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BnansoBum cyb’ ekt
KibepnpocTtopy B YKpaiHi,
IHTerpoBaHWN B CBITOBY
eKocucTemy

npoTuAii Kibep3nounHis

2019 2020 2021 2022 2023 2024

KOHCTAHTW

{ MpoaKTUBHICTb }

{ flosipa }

{ BianoBiganbHicTb }
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KIBEP
MnonIuIA

OEMNAPTAMEHT KIEEPI'IOI'IILI,I'I'
HALLIOHA/IbHOT NOAILLT YKPATHM

peani3auis geprkaBHOI NONITUKKN Y chepi 60
Kibep3/104MHHICTIO

OpraHisauifa Ta 34iMCHEHHA BiANOBIAH
onepaTUBHO-PO3LIYKOBOI AiANBHOCTI

nonepeasKeHHs, BUABAEHHS, MPUNUH
KPUMiHa/IbHMX NPaBONOpPYLUEHb

Mo8’A3aHuUx 3 BUKOPUCMAHHAM ef1eKMpPOHHO:
(komn'tomepis), menekomyHikayiliHux ma Ko
mepexc i cucmem
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MpoTtuaia 36poiHin arpecii
pd npoTn YKpaiHu y
KibepnpocTopi
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IHTErpaLiMHMN ManaaHUYMK
ekocuctemu b6esneyHoro
npocTopy

—
—
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03

3axucT iHppPaCTPYKTypH
po60TH 3 YyTANBUMMU
OAHVMU

—

OCHOBHI LI MIAPO3AINY

04

NMpoakTnuBHA NoBeAiHKaA B
KibepnpocTopi Ha
CUCTEMHOMY PiBHI

05

Bucokui piBeHb cepsicy ans
B3aEMOA,iT 3 KOPUCTyBaYamMm
KibepnpocTtopy

06

Hosui nigxig, oo sigbopy Ta
NiAroToBKM Kaapis 3
Kibepbe3neku

07

MNobyanoBaHa epeKTMBHA
B3aEMOAIA 3 KNHOYOBUMMU
MiXKHapoAHUMHU
napTHepamum

08

|
MigBULEHHA IMiaXxKy
Kibepnoniuii B YKpaiHi
Ta CBITI

09

EdekTnBHE
ynpaBAiHHA Yyepes
NPOLECHMI Niaxig,
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2021
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2024

HALLUA CTPATETIA
OPIEHTOBAHA A0
2025 PORY

Y 3B’A3KY 3 BIMHOO BIABY/INCA
KOPEF'YBAHHA ®YHKLIIOHANY
N1APO3A41/1Y KIBEPMOAILLIT
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AHANITUYHUN
HaNnpPAMOK

KPEATUBHA
CK/NlagoBa

ol

TEXHIYHUN
HanNpPAMOK

CEPBICHUW
HAMNpPAMOK

OPTAHI3ALINHUW
HanpPAMOK
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NPOTUOISA 3BPONHIN
ATPECIT pch MPOTU VKPAIHU

" * 't KIBEP
MONILYS

HALIOHANLHA NOMMUA
YKPATHM

&

> AKTUBHI gli
KIBEPOBOPOHU TA
KIBEPEOPOTbEA -
Of1HA I3 MICIX
KIBEPNOSILII

DDoS, MepiacynpoBid, NeH-Tect Ta
KoMnpomeTauif, po3pobka IT-NPQEKTIB,
3a6eaneyeHHA 6e3nekn IHhOPMPECYRCIB,
MiXKHapogHa B3aemofis, BignpautoBaHHA
Ki6epiHUWAeHTIB TOLWO

4

CyberpoliceUA Cp, 19 KBiTHA ) ':\"5'\

INMHM «BOEHHUM 3104NHELLLY»

BHeceHo iHpopMmaLito

44,5 Tncay

BIMCbKOBMX 3/104MHLLIB Ta
KonabopaHTis

387,5 Tncau

POCINCbKUX
aboHEeHTCbKMX HoOMepiB
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Kibepnoniuis yBinwna B 5-Ky \/\/ \
HaMKpawmx B XxakaTtoHi «NATO TIDE
Hackathon 2023»

i .

Binbysca B Monbuyi, Bapwasi



Proactive Project " KIBEP

v noniyia

YKPAIHWU

OuMLLEHHA YKPAIHCbKOro iHTepHeTy

. .ow © CyberpoliceUA M1, 24 nuctonaga
BlA4 POCIUCbKOI NponaraHaun

MPOEKT «BRAMA»

3HULWEHHA ocepeaKis
NPOTM3AaKOHHOIO KOHTEHTY B

IHTepHeTi
Hanbinbwa KibepcninbHoTa — 15
3A NIATPUMKN
HapaHHA KOpUCHUX nopag, Ta KIBEPROMILYE
peKomMmeH4auin y4aCHUKIB ot uentadl
KibepnpocTo "y : L
prip Py Hanbinbwe 3abnokoBaHUX pecypcis - 33
TUCAYi R oo,
f‘j:'sci'llgl:anm csilﬁ 4ac Ha 3axucT
HanaroaeHHA KoOMyHiKauil 3 " i
CYCniNbCTBOM Yepes B3aEMOAI0 Ta

COLiaNbHI NPOEKTH
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1. 3HMLWEHHA POCINCbKNX OcepeaKiB B IHTepHETI }
-
(
2. 3MeHLEeHHA piBHA ByNiHry Ta LibKYBaHHS B MepeXxi J
N
" :
3. MpoTnais HaApPKOTUKaM Ta LWaxpancTey J
NG
-
4. HaBYyaHHA Ta TpeHiHru 3 KibepririeHu ]
NG
&
5. Mpoceita HaceneHHa Woa0 iHPOPMaLiMHOI ririEHN J
o
'
6. 3a/1y4eHHA Ta MOTUBALLIA TPOMaAH A0 aKTUBHOI NPOMAASHCLKOI MO3unLLii l
5 , ‘




[loeaHyncA
N0 NPOEKTY

bot «<BRAMA»

https://t.me/stopdrugsbot

Mpuiimace iHpopmauito npo penKoBi pecypcy, KOTp
NnepesipAITLCA HAWWMMM MoAepaTopamm Ta
BigNpaBnATLCA HA 6/10KyBaHHA Hebaayum
rpomagAaHam
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https://t.me/stopdrugsbot

CyberpoliceUA M7, 24 nuctonaga

MPOEKT «BRAMA»

Hanbinbwa KibepcninbHOTa —

3A NIATPUMKN
KIBEPNOMILI

Hanbinbwe 3abn1oKoBaHUX pecypcis - 3
TUCAI

descrij ption
* [loHaTb CBilt Yac Ha 3axucT
iHponpocTopy!

@ 3a niaTpUMKK BoNOHTEpIB Ta KO "

KIBEP
noniuif

HALIOHANBHA noniyin
YKPAIHWU
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KaHan «BRAMA»

Hanbinbwa cninbHoTa CcBiAOMMUX TPpOMaaAH YKpaiHu

\—'—@ [onoBHa iHCTPYKUiA ana 6AOKyBaHHA
\—'—@ OCHOBM 3 KibepririeH

Po3Ba)Ka/ibHUN KOHTEHT




Po‘3|'.uupe|-||-|;| n,poel(r.y :
Be6caiit YaToBi OHNaMH

Po3wunpeHHa ¢yHKUiOHany rram-KaHany 3 6inblu

3PYYHOIO HaBiraLi€to, MOXKAMBICTIO BiACNIAKOBYBaTH CBil | ; . i P S
nporpec i3 610KyBaHHA, 0bupaTtn pecypcum, AKi KOpUCTyBaY
byae 610KkyBaTH

OCBiTHi 610K, B AKOMY byZie PO3MILLLEHO NeKLilHi
TOBi 3aBAQHHA A0 HUX. KOXXeH KopucTyBay
MaTume ocobuctnin kabiHet A MOXKANBOCTI _
BiACNIAKOBYBaHHA CBOrO Nporpecy, a 3a pe3y/bTaTaMmu & =
YCNiWHOro CKNaAaHHA TECTOBUX 3aBAaHb, OTPUMYyBaTMME '
cepTMdikaT Npo ycnilHe NPOXOAMKEHHS TOrO YM iHLIOTO
moaynto. Hapasi nnaHyeTbca 5 ocBiTHiIX 610KiB, WO Y
noganbwomy 6yayTb OHOBNOBATUCH Ta 4ONOBHIOBATUC.

Nnatdpopma Yarosi OHNAKH po3pobnneTnen BOAOHTEPaMMN

- FI Pﬂ MY€MO ??.;En n Poe KT ‘ 33 NiATPUMKN AKcenepau,iiiHoi' nporpamm Act to Support npoexty «®eHikce», mo
p A30 M ! €spona (D E H | KC BUKOHYETbCA PoHpOM CxinHa Espona kowtom Esponelicororo Cowo3sy (European

Union in Ukraine)



Po3wlinpeHHA NPOEKTY

BebcanT Kibepbpama
A

Kibepbezneka B
NOBCAKAEHHOMY XWUTTI
C 2

lociGuMk  Hoswws  Crowswse  Mosiiomnma Npo npoGnesty

Ki6ep6eaneka B possarax n
Ta cninKyBaHHi

( . Ki6ep Bpama.
eemaml [ TBOS MiLb B iHTEepHeTi

Ha ronosHy B ocaiti

3a AoNOMOrolo NopTany BU HaBYUTECb 6€3NeYHO BUKOPUCTOBYBATH
cyyacHi umdposi TexHonorii, coyianbHi Mepexi, OHNalH-
nnaTtPopmm Ta 3aCTOCYHKMU, @ TAKOXK Ai3HAETECb NPO HAABHI PUUKMK
B KibepnpocTopi.

CnosHmux B poboti
MociGHrK B noBcAKaeHH|

Nosigomutv Npo npobnemy B possarax 1a

Hoaunun M yac sikm

are A
X nexa 8 ocaitl
n a o — Ki6ep6eaneka B ocBiTi Ki6ep6eaneka B poborti
-
X won
hello@brama.ua pressa@bramy = L —
eka 1 Hac sl

<

Kibepbesneka B OCBITi

MosiaomuTy npo npoBnesy

UA v

MpoekT cTBOpeHO KOHCYynbTaTUBHOIO MiCi€l0
€sponeiicbkoro Colo3y B YKpaiHi 3a iHiiatusu KM HMY, y
@ naptHepcTsi 3 IO « MIH3MIH»
edynka MIH3MIH Ta KomnaHieto Yedynka

<




KIBEP

Proactive Project HAEPMﬂJHIZl‘Iuﬂ

YKPAIHWU

CyberpoliceUA M7, 24 nuctonaga

MPOEKT «STOPFRAUD»

12:37
StopFraud
< Hasap e 8

@ ronpocu ot

-

. J |
Tlopaay ANR FPOMARSH 1, ¢
oTnAalIA WaxXpancrtay B 5'-- T
Cxema 1
3HalioMa NIOAMHA NPOCHTB NO3MMMTI rPOLWE
B OCOBUCTOMY NOBIAOMAEHHI B MeCeHAXep]
O cowiansHoi me; 2 MOXe GyTH XTOCS, i3
\ KM BY ; 3 s J 3 Mowyk waxpas .,
IO CTOPIHKY MOAMHY
{ ‘ 0 IBAN KuL0 NiA03pIo

LLo poGuTh:
StopFrau 33 o o owyKaTH:
Gor opmar Gakki
(am=
DopMmaT HoMepy Te
(#38093****+
®opmar IBAN
(UA4032*

T 0 T
0 Ta CERT-UA.
o Q| Wi (= IRl ful iyl [U o P

AN S 1D GR 1GH FH| 19N FICH B0
I ' Z X Civ B NM &
Mowyk waxpas 123 @ space return

ITURIEME MosigoMuT npo
P laxpaicTeo @

TopaAv AnA FPOMARAH




Proactive Project
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https://t.me/StopFraudMriya_bot

CyberpoliceUA

12:37

 Hasapn

StopFraud

MPOEKT «STOPFRAUD»

Mopann ANR rPOMAARH 1, 5¢ v

Cxemal

3HalioMa NIORVHA NPOCHTH MOSNHHTH TPOWeit
B OCOBUCTOMY NOBIAOMN

cowiansHoi Mepexi. Lie Mo

KMM B4 AABHO He cNinK

110 CTOPIHKY MIOZWMHM 3NaMany Waxpai

Lo poButu:
W 38'r3aTucs 3 NoAMKO Yepes iHwMit
KaHan (renedoHoM, NowTo! HWWM
MeCeHXePOM) | 3anuTaTH Npo
noBiAoMAeHHS

SIKULO NOWHa He H:
# poanosicw, wo i akaywT anamanm;

# nopaauTh 3MIHUTH Napons Ad
MECEHXEPa Ta YBIMKHYTH AB00aK
ayTeHTHGiKaLIK

# ronpocuTi NOBIAOMITI NP0 iHUMAEHT
KiGepnoniuito Ta CERT-UA

micm

flowyK waxpas

MosiaoMMTH Npo

» 4 AN8 rpOMas
waxpaicTeo Topaau ans rpoMansH

"\ KIBEP

noniuif

HALIOHANBHA noniyin
YKPATHWU

M1, 24 nuctonaga

8 StopFraud

ay en mpinaLn,
¥ ronpocwT NoBIROMUTI NPO iHUKAEHT
prioniuio Ta CERT-UA

-

Mowyx waxpas . . »

BBepiTb GaHKIBCHKOT KApTH, HOMeD TenedoHy
0 IBAN AKL{0 Nif03pIoETe, wo Bac xouyTe

owykaTH

opMaT 6aHKIBCHKOT KapTH -

(a11102440+241177)

®opMaT HOMepy

(+38093**+++++

®opmart IBAN

(UAGO32s++ssses:

2 W [E 7] 7 ¥ (51§l (Gl (B
A EE EE EERE
DEZREgVENM «

123 @ space return

®
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KIBEP

NNAYOro LEV MPOEKT? ek

HaaaHHS NPaKTUYHMX HAaBUYOK B Monynapusauis BipTya/bHUX
NPOTUAji NOWNPEHHIO aKkTMBiB Ta 6e3neyHoro
AesiHdopmalii, nponaraHam Ta MOBM NOBOAKEHHA 3 HUIMMW, PO3BUTOK

BOPOXKHeui biHaHCOBOI rPaMOTHOCTI MOI0A;




11718 KOro?

W

FpomapaHu YKpaiHu

ii Crapuwe 18 pokis

- CryaeHTn 3BC

— I
6yab-akoro ¢

: “ cneyjanbHoc

KIBEP
noniyia

HALIOHANBHA noniyin
YKPAIHWU




O OTPUMAIOTb NEPEMOMLII dAbc
KOHKYPCY?

Mo 4000 UAH pna

- - Mo 500 UAH ansa 2000
. I'IepEMO)-KLI,iB eTany | *eKBiBaNIEHT Yy KPUNTI

*eKBiBaNEHT Yy KPUNTI

MNoisaka go CYBER

bykosenb

Ha goaaTtok go 4000 UA
BiasiBat CYBER SECURIT
6e3KoWTOBHE HaBYaHHA B

Mo 2000 UAH gna 100

nepemoxkuis etany ll
*eKBiBaNEHT y KPUNTI







